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GTU’s PG Research Center of Cyber Security organized a Seminar on Intrusion Detection for 

Hypervisor- Based Cloud Computing Infrastructure at GTU, Chandkheda on 5th December-2015 

from 02:00 PM to 04:00 PM. The seminar was delivered by Dr. Rajeev Agrawal, Department of 

Computer Systems Technology, North Carolina A&T State University, Greensboro- NC 27410. 

 

During the Seminar, the following topics were discussed: 

 

1. Introduction to Cloud Computing. 

 

Cloud computing is defined as a model to enable convenient on-demand network access 

to a shared pool of configurable computing resources (e.g. networks, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal 

management effort or direct service provider interaction. 

 

Based on the service model, Cloud Computing is classified 

into three types:  

 Software as a Service (SaaS): Google Docs, Dropbox  

 Platform as a Service (PaaS): Google App Engine 

 Infrastructure as a Service (IaaS): OpenStack, 

Apache CloudStack, Proxmox VE  

 

2. Introduction to Hypervisor model. 

A hypervisor is basically a computer software, hardware or firmware that creates and 

runs virtual machines. “Bare metal” or native hypervisors will run the server on booting 

up the system instead of the operating system (Type-1). Hosted hypervisors runs within 

an operating system (Type-2). 

 

3. Explain IDPS Methodology 



 
 

 Anomaly based methodology architecture 

Advantages  

 The ability to detect new attacks/violations 

without updates.  

 Detects insider attacks  

 Detects variants of new attacks  

 Does not need signature updates to detect 

new threats  

 Can detect threats that utilize multiple but 

separate attacks  

Disadvantages  

 High volume of false positives and false negatives  

 Needs a training period before use  

 Places high overhead on the system  

 Difficult to use due to high volume of alerts  

 

 Signature based methodology architecture  

Advantages  

 Has no learning/training period  

 Very efficient at detecting known threats  

 Low volume of false positives  

 Less overhead on the system being 

monitored  

Disadvantages  

 Needs signature update to detect new 

threats  

 Cannot detect variants of known attacks  

 Cannot detect insider attacks  

 Leaves the monitored environment at risk during the time when a new threat is 

discovered and the time a signature is applied. 

 

 Stateful Protocol Analysis based methodology 

architecture 

Advantages  

 Has no learning/training period  

 Very efficient at detecting known threats  

 Low volume of false positives  

 Can detect specialized threats  

 Resists evasion  

Disadvantages  



 
 

 Needs signature/rule update to detect new threats  

 Cannot detect variants of known attacks  

 Cannot detect insider attacks  

 Can place high overhead on the processing system  

 Leaves the monitored environment at risk during the time when a new threat is 

discovered and the time a signature/rule is applied.  

 

 Hybrid based methodology architecture  

Advantages  

 Has a shorter or no learning/training period  

 Very efficient at detecting both known and 

unknown threats  

 Can detect variants of known attacks  

 Low volume of false positives  

 Accurate alerts  

 Can detect insider attacks  

 May protect the monitored environment 

during the time when a new threat is 

discovered and the time when a signature/rule is applied  

Disadvantages  

 Needs signature/rule update to detect new threats  

 Cannot detect variants of known attacks  

 Cannot detect insider attacks 

 May leave the monitored environment at risk during the time when a new threat 

is discovered and the time when a signature/rule is applied 

 

4. Explain various types of IDPS. 

Intrusion detection and Prevention systems (IDPS) is a software or an application that 

monitors network and system activities for any malicious activities or policy violations in 

the systems and thus produces reports at the management station. 

There are two types of IDPS:  

 Network based (NIDPS)  

 Host based (HIDPS)  

 

5. Explain some tools used for IDPS. 

• Inundator:  
An intrusion evasion, multi-threaded and queue driven attack tool. Used to flood IDS 
with traffic anonymously and trigger false positives. Use SOCKS proxy and tries to fake a 
real attack. 
 



 
 

• Tor: 
Tor is an open network to defend against traffic analysis. Tor connects through to the 

network through a sequence of virtual tunnels instead of Tor having to make a direct 

connection. A traffic analysis is done when Tor protects against a mutual form of 

surveillance. It preserves user’s anonymity. 

• Snort: 
An open source network intrusion detection system and network intrusion prevention 

system 

• Logstash: 
Logstash is an open source tool to collect, parse, index, and store logs. It streams the data; 

Store data in an organized way, Can actually modify the data. 

• Kibana: 
Kibana is used to visualize the data and make sure data make sense, Takes a vast amount of 

data or logs and make it easier to be processed, Seamless integration with Elasticsearch, 

Flexible interface and easy to share.  

The lecture was followed by a question-answer session. Dr Agrawal explained the subject in 

great depth and the students enjoyed the lecture. 
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